Nnited States Denate

WASHINGTON, DC 20510

April 25, 2024

The Honorable Merrick Garland The Honorable Alejandro Mayorkas
Attorney General United States Secretary of Homeland Security
Department of Justice Department of Homeland Security

950 Pennsylvania Avenue, NW 2707 Martin Luther King Jr Avenue, SE
Washington, D.C. 20530 Washington, D.C. 20528

Dear Attorney General Garland and Secretary Mayorkas:

We are writing to express our concerns regarding the use of cryptocurrency in the illegal trade of
child sexual abuse material (CSAM) and to obtain information about the tools needed by the
Department of Justice (DOJ) and Department of Homeland Security (DHS) to end this illicit
trade. The pseudonymity provided by cryptocurrency has allowed the payments for CSAM to
“move quickly into the crypto world,”" and we are committed to ensuring that Congress and the
Administration have the full suite of tools needed to end CSAM and punish sellers of this
material.

CSAM refers to sexually explicit photos or videos of children, which are often distributed
online.” A January 2024 report by Chainalysis, a blockchain analytics firm, found that
“cryptocurrency-based sales of CSAM are a growing problem,” with one expert noting that
“virtual currency is the dominant choice for buyers and sellers of commercial child sexual abuse
content.” And in February, the Department of the Treasury’s Financial Crimes Enforcement
Network (FinCEN) published a Financial Trend Analysis of 2020-2021 data which found that
“[plerpetrators of online child sexual exploitation are increasingly using convertible virtual
currency to try to avoid detection.”® FinCEN found that financial institutions filed thousands of
online child sexual exploitation- (OCSE) and human-trafficking- related suspicious activity
reports involving bitcoin and “identified over 1,800 unique bitcoin wallet addresses related to
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suspected OCSE and human trafficking offenses.” Ninety-five percent of these reports cited
CSAM specifically.® These are deeply troubling findings revealing the extent to which
cryptocurrency is the payment of choice for perpetrators of child sexual abuse and exploitation.

DOJ and DHS have a history of dealing with cases involving cryptocurrency and CSAM. The
Attorney General’s Cyber-Digital Task Force found in 2020 that criminals are using
cryptocurrency, “often in large amounts and transferred across international borders, as a new
means to fund criminal conduct, including child exploitation.”” In one 2019 case, Homeland
Security Investigators helped lead investigations of a South Korean national and hundreds of
other users in the United States. This resulted in their indictment by a federal grand jury in D.C.
for a large dark web pornography site funded by bitcoin.® This website was one of the first to
accept cryptocurrency as payment.’

Now, the use of cryptocurrency in the illicit trade of CSAM appears to be increasing. The
Internet Watch Foundation (IWF) found that “the number of websites accepting cryptocurrency
as payment in exchange for [CSAM] has more than doubled every year” between 2018 and
2022." TWF reported that 1,014 sites containing child sexual abuse gave criminals the option of
crypto payments in 2021, compared to 468 sites in 2020."

FinCEN’s Financial Trend Analysis found that the number of OCSE and human trafficking
related reports involving crypto increased from 336 in 2020 to 1,975 in 2021." FinCEN notes
that perpetrators of these crimes “use a variety of methods to conduct and conceal their
transaction activity,” including purchasing CSAM through anonymized ‘“darknet” marketplaces;
using peer-to-peer crypto exchanges to convert crypto proceeds from CSAM sales into fiat
currency; using crypto mixers and crypto ATMs to conceal payments to CSAM vendors. "
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Furthermore, the Chainalysis review found that although “the size of the crypto-based CSAM
market has decreased in 2023, the sophistication of CSAM sellers and in turn their resilience to
detection and takedowns has increased over time.”'* Specifically, Chainalysis found that
cryptocurrency CSAM sellers have exhibited an unprecedented longevity online, with a lifespan
of 884 days in 2023 compared to 112 days in 2020." Chainalysis also discovered that “[b]itcoin
is by far the most widely used cryptocurrency for CSAM purchasing.”'

Existing anti-money laundering rules and law enforcement methods face challenges in
effectively detecting and preventing these crimes—and we seek to ensure that Congress and the
Administration are doing their part to address these challenges. We therefore request answers to
the following questions by May 10, 2024.

1. What are the DOJ’s and DHS’s current assessment of the role that cryptocurrency plays
in facilitating CSAM?

2. Reports indicate that “virtual currency is the dominant choice for buyers and sellers of
commercial child sexual abuse content.” Is this consistent with the DOJ’s and DHS’s
findings?

3. Reports indicate that “the sophistication of CSAM sellers and in turn their resilience to
detection and takedowns has increased over time.” Is this consistent with the DOJ’s and
DHS’s findings with regard to CSAM?

4. Does the use of cryptocurrency as payment for CSAM pose any unique challenges for the
DOJ’s and DHS’s efforts to identify and prosecute these crimes?

5. What steps are the DOJ and DHS currently taking to address the use of cryptocurrency,
privacy coins, and obscurification methods by CSAM sellers?

6. What additional tools and resources do the DOJ and DHS need to address the threats
posed by the illicit use of crypto by CSAM sellers?

Sincerely,
Elizhbeth Warren Bill Cassidy, M.D.”
United States Senator United States Senator
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CC: The Honorable Andrea Gacki, Director, Financial Crimes Enforcement Network



